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Austrian eGovernment System (PVP)
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How to efficiently develop secure
eGovenment applications?

07.09.2012



Model-driven approach
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Modeling Language Specification Framework
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Karagiannis, D., Kihn, H.: ,Metamodelling Platforms®. In Bauknecht, K., Min Tjoa, A., Quirchmayer, G. (Eds.): Proceedings of the Third International
Conference EC-Web 2002 — Dexa 2002, Aix-en-Provence, France, September 2002, LNCS 2455, Springer, Berlin/Heidelberg, p. 182 ff.
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Use Case: Flood Rescue Mission
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Can we generalise our approach and model
security at a higher level of abstraction?
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What do we need?
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Revisit Modeling Language Specification Framework
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Security Development Lifecycle

Training Requirements Implementation Verification Release

e Core training e Define quality e Attack surface e Specify tools e Dynamic/Fuzz ® Response plan e Response
gates/bug bar analysis e Enforce banned testing e Final security execution
e Analyze security J e Threat modeling functions o \lerify threat review

and privacy risk e Static analysis models/attack ® Release archive
surface

Microsoft Security Development Lifecycle (http://www.microsoft.com/security/sdl/default.aspx)
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Open Model Initiative
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1st prototype of the 3rd iteration was released and is available over RDP on the Open Models Platform. Below
a screenshot of the Data Flow Diagram.

Model-based Security System for eGovernment

« Method Overview ,_maﬂnrih@diy =

o Project Details
- o References
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* Look & Feel

o Model Viewer
o Hands-On
o Offline Use
o Online Use

« Development

o Remote Access Customizing
o Document Library

s Coriii Additionally we have an updated document about the modelling stack. This document can be downloaded

here

Class diagram static part: (download)
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http://www.openmodels.at/web/moses4ego
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http://www.openmodels.at/web/moses4egov/blog

Summary

= MDS increases efficiency and simplicity in developing eGovernment Web
services

= For access control / role definition
= In PVP specific envireonment
= Security features predefined in the development
=  System-specific, cost-benefit consideration
= Gaps in model processing, and model transformation
= Futher development of MDSDL
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